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EU Funding Statement: Funded by the European Union under GA No 101190325. Views and opinions expressed 
are however those of the author(s) only and do not necessarily reflect those of the European Union or 
European Cybersecurity Industrial, Technology and Research Competence Centre. 
Neither the European Union nor the granting authority can be held responsible for them.
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ECCC disclaimer: The Project is supported by the European Cybersecurity Competence 
Center and its members







NOTE FOR THE FOLLOWING SECTIONS: Before uploading the document to the platform, make sure to remove all unnecessary fields, all the suggestions and this page. Suggestions are written in light grey and enclosed in square brackets.

LENGTH LIMITS
Please note that sections 1, 2, 3 and 4 indicates the maximum number of admissible pages for each section. 
Any text exceeding these limits will not be considered during the evaluation.


OPEN CALL – PROJECT PROPOSAL – COVER PAGE

	Proposal Information and Participant

	Proposal acronym:
	

	Proposal title:
	

	
	

	Participant Information

	Applicant Name (Legal Name)
	

	Applicant Short Name
	

	VAT
	

	Address
	

	Country
	

	Contact person
	

	Duration of the Project (max 6 months)
	

	Total cost and grant requested (up to EUR 30,000)
	





1. [bookmark: _Toc209805918][bookmark: _Toc210412079][bookmark: _Toc211519437][bookmark: _Toc212486618]Executive Summary
[MAX 1 PAGE – Titillium Web or Calibri 11]

[In this section, the Applicant should provide a short overview of the proposed Project, summarizing its main objectives, methodology, and expected results. In max 1 page, describe the company’s current challenge, the specific actions to be implemented, and the benefits in terms of CRA compliance, cybersecurity resilience, and competitiveness. The summary should anticipate the key elements developed in the following sections, giving evaluators a clear picture of the Project at a glance]



2. [bookmark: _Toc209805919][bookmark: _Toc210412080][bookmark: _Toc211519438][bookmark: _Toc212486619]Applicant profile
[MAX 2 PAGES – Titillium Web or Calibri 11]
[Applicants should briefly introduce their company by describing the sector in which they operate and their overall mission. The profile must remain concise, offering only the essential background that situates the company in its business environment]
2.1. [bookmark: _Toc209805920][bookmark: _Toc210412081][bookmark: _Toc211519439][bookmark: _Toc212486620]SME description 
[The Applicant should describe its core business, outlining the main products or services it provides, its revenue model, target customer segments, and relevant stakeholders or third parties involved. It must be clearly specified whether the company primarily delivers services, manufactures products, combines both or other activities. Applicants should also provide a general description of their technological and industrial infrastructure, with particular reference to IoT, OT, and IT systems.]
2.2. [bookmark: _Toc212486621]Project Team and Suppliers
[Applicants shall present the composition, competencies and skills of their workforce, indicating the total number of employees and the professional profiles most relevant to the execution of the proposed Project. Particular emphasis should be given to the staff members who will be directly engaged in achieving the Project objectives. In this regard, Applicants are also encouraged to specify whether they plan to hire new personnel for the Project implementation or rely on external professional services or consultancy. 
It should be noted that service contracts with third-party providers (such as consultants or service providers) are considered an eligible cost under the “subcontracting” category. If part or the entire Project is carried out by a third-party supplier, applicants are required to specify the name and provide a description of the selected provider, explaining the economic and qualitative reasons (“best value for money”) that justify the choice. ]

3. [bookmark: _Toc209805923][bookmark: _Toc210412084][bookmark: _Toc211519442][bookmark: _Toc212486622]Project Relevance and Objectives
[MAX 2 PAGES – Titillium Web or Calibri11]
[In this section, Applicants are expected to demonstrate the quality, clarity, and credibility of their proposed action in relation to the objectives of the Cyber Resilience Act (CRA)]
3.1. [bookmark: _Toc209805924][bookmark: _Toc210412085][bookmark: _Toc211519443][bookmark: _Toc212486623]Relevance to EU cybersecurity goals on CRA
[Applicants are expected to explain the extent to which their company and activities fall within the scope of the CRA. They are required to specify whether they manufacture products, provide services, or act as distributors or resellers of items covered by the regulation. They should indicate which elements of their current operations are already compliant and identify the gaps that remain to be addressed through the Project]
3.2. [bookmark: _Toc209805925][bookmark: _Toc210412086][bookmark: _Toc211519444][bookmark: _Toc212486624]Project objectives
[Applicants should define the specific objectives of their Project, outlining the concrete improvements that will be achieved to enhance compliance with the CRA. Objectives should be measurable and realistic, showing how the proposed action will strengthen their resilience, mitigate risks, and align their business with EU cybersecurity standards]
3.3. [bookmark: _Toc209805926][bookmark: _Toc210412087][bookmark: _Toc211519445][bookmark: _Toc212486625]Approach and methodology 	
[Applicants should describe how they intend to achieve the stated objectives, detailing the technological and human resources allocated to the Project. In particular, they are expected to specify which segment of their business will be directly involved in the compliance process. This may include business processes, internal departments, and existing ICT, OT, or IoT infrastructures currently in use. If any of those technologies are involved in the Project, Applicants should also indicate whether they will be upgraded, replaced, or complemented with new solutions. The methodology should highlight an efficient, and feasible approach to ensure successful Project delivery and measurable outcomes]


4. [bookmark: _Toc209805927][bookmark: _Toc210412088][bookmark: _Toc211519446][bookmark: _Toc212486626]Expected Impact
[MAX 2 PAGES – Titillium Web  or Calibri11]
[In this section, Applicants should provide an overview of the expected benefits deriving from the implementation of the Project, with a clear link to the objectives of the CRA.]
4.1. [bookmark: _Toc209805928][bookmark: _Toc210412089][bookmark: _Toc211519447][bookmark: _Toc212486627]Expected outcomes for the mSME
[Applicants are expected to describe the concrete benefits they anticipate in terms of resilience, risk mitigation, competitiveness. Examples may be: increased compliance with the CRA, alignment with other regulatory frameworks, improved competitiveness in both European and international markets resulting from enhanced security reliability, enhanced cybersecurity posture, greater operational resilience, and more efficient internal processes. The description should explain how the Project outcomes will translate into long-term advantages for the company and its stakeholders. Applicants are recommended to describe how they will ensure visibility of the Project and its outcomes. In particular, they are required to use the EU logo and SECURE Project logo and funding reference in all communication materials, as foreseen in the Sub-Grant Agreement. They should specify how they intend to disseminate results through their website, social media, newsletters, and other communication tools, while also participating in relevant events, conferences, and workshops. At the end of the implementation period Applicants will be provided with a Project closure attestation that they will use to disseminate Project results]
4.2. [bookmark: _Toc209805929][bookmark: _Toc210412090][bookmark: _Toc211519448][bookmark: _Toc212486628]Indicators and KPIs to measure success
[Applicants must identify measurable indicators to monitor progress and assess results. These should be expressed in quantitative and verifiable terms, such as the number of internal processes updated, penetration tests or risk assessments performed, employees trained through courses, or new security measures adopted. KPIs must clearly demonstrate the achievement of the stated objectives and they have to be supported by evidence and documentation that should be attached along with the Deliverables during the Project delivery stage]


5. [bookmark: _Toc209805931][bookmark: _Toc210412092][bookmark: _Toc211519450][bookmark: _Toc212486629]Implementation
[In this section, Applicants must summarize the main activities foreseen in the Project, outlining how the work will be organized, managed, and monitored throughout its duration. ]
5.1. [bookmark: _Toc209805932][bookmark: _Toc210412093][bookmark: _Toc211519451][bookmark: _Toc212486630]Work Packages (WP)
[Titillium Web  or Calibri11]
[FILL THE TABLES BELOW
GENERAL RULES AND GUIDELINES TO FILL WP TABLES
(This description must be deleted before the uploading of the Proposal) :
BY FILLING THE FOLLOWING TABLES, Applicants should describe the structure of the Project through clearly defined Work Packages (WPs), each representing a major activity. A WP is a clearly defined major activity within the Project that includes all necessary information to achieve a specific goal or result. For every WP, Applicants are expected to indicate the title, the category of eligible activities selected from among the eligible ones (see ANNEX 2-CRA Scope & Eligible Activities, Services and Goods), a short description and the objectives, together with related Milestones, tasks, and deliverables: 
· Tasks should describe the actions required to reach one or more Milestones. A Task represents a single activity stream within the Project’s life cycle. Since tasks are aimed to describe activity streams, a specific duration must be indicated for each task. During the execution of a single task, one or more Milestones may be achieved.
· A Milestone represents a key achievement marking the completion of a task goal and contributing to the progress of the respective work package. A Milestone is a specific point within a Project’s life cycle used to measure the progress toward the ultimate objective. The fulfilment of a Milestone represents the achievement of a key objective relevant to the completion of a specific Task. Representing a specific point in time, each Milestone must have a specific deadline indicated. Select your Milestones carefully.
· Deliverables consist of concrete outputs, such as reports or technical documents, that demonstrate the completion of specific activities and the achievement of related KPIs. Representing a document or evidence delivery activity, for each Deliverable must have a specific deadline indicated.
In conclusion for every task, Applicants should identify a specific time duration, while for every Milestone and Deliverable Applicants should provide a clear deadline (by indicating the month of the completion of the activity). Considering that some Projects may have a low level of complexity, the inclusion of a single WP is allowed. Therefore, filling in WP1 will always be mandatory, while the completion of additional WPs (up to a maximum of 3 WPs) should be considered optional.
Under this Call, Applicants are allowed to include a maximum of 3 Work Packages (WPs).
The maximum duration for Project implementation is 6 months, as indicated in the Call Guidelines]

WORK PACKAGE 1
	WP1: [Insert here Work Package Title]

	Description: [Insert here WP short description]

	Objectives: [Insert here WP Objectives]



	WP1 – Tasks & Milestones

	Category of Activities, Services & Goods: [Specify the categories of activities, services, or goods to which the WP tasks refer. The full list of eligible categories is provided in Chapter 2 of Annex 2.]

	T1.1: [Insert Task Title]
Description: [Insert the Task short Description]
Deadline: [Insert here the duration of the Task, E.g: “M2-M4”]
	Related Milestones:
MS1.1.1 - [Insert the title of the Milestone]
Description: [Insert a short Description of the Milestone]
Deadline: [Insert here the month of the Milestone Deadline. E.g: “M5”]
MS1.1.2 - [Delete if the task has only Milestone]
Description:
Deadline:
MS1.1.n - [Add other Milestones if necessary or delete this row]

	T1.2: [Delete this row if the Project has only one task]
Description: 
Deadline: 
	Related Milestones:
MS1.2.1 - 
…
MS1.2.n - [Add other Milestones if necessary or delete this row]

	T1.n: [Add other necessary tasks using the structure of the previous ones or delete this row]
	Related Milestones:
MS1.n.1 - …

	…
	…



[Deliverable table must always be completed with at least 1 Deliverable for each WP (including its KPIs and other evidence, when applicable). Unnecessary Deliverable rows within the table can be deleted]
	WP1 – Deliverables

	D1.1: [Insert Deliverable description. Specify also the format and type of the Deliverable (e.g: PDF Technical Report; Executable File; Code Review Output…)]
KPIs: [Describe and quantify the KPIs that have to be reached with the completion of this deliverable]
Evidence and Attachements: [List and describe other useful attachment that you’ll share to prove the fullfillment of the expected KPIs. If you don’t expect to share any other evidence delete this field]
	Deadline: [Insert here the month of the Deliverable Deadline. E.g: “M3”]
Related Taks: [Insert the code of the task during which the Deliverable will be implemented. E.g: “T1.1”]

	D1.2: [Delete this row if the Project has only one Deliverable]
KPIs:
Evidence and Attachments
	Deadline: 
Related Tasks

	D1.n: [Add other necessary Deliverables using the structure of the previous ones or delete this row]
	…



WORK PACKAGE 2 [Optional]
[Delete this section if only WP1 is foreseen for your Project]
	WP2: [Insert here Work Package Title]

	Description: [Insert here WP short description]

	Objectives: [Insert here WP Objectives]



	WP2 – Tasks & Milestones

	Category of Activities, Services & Goods: [Specify the categories of activities, services, or goods to which the WP tasks refer. The full list of eligible categories is provided in Chapter 2 of Annex 2]

	T2.1: [Insert Task Title]
Description: [Insert the Task short Description]
Deadline: [Insert here the duration of the Task, E.g: “M2-M4”]
	Related Milestones:
MS2.1.1 -
Description: 
Deadline: 
MS2.1.2 - [Delete if the task has only one Milestone]
…
MS2.1.n - [Add other Milestones if necessary or delete this row]
…

	T2.2: [Delete this row if the Project has only one task]
Description: 
Deadline: 
	Related Milestones:
MS2.2.1 - 
…
MS2.2.n - [Add other Milestones if necessary or delete this row]
…

	T2.n: [Add other necessary tasks using the structure of the previous ones or delete this row]
	Related Milestones:
MS2.n.1 - …

	…
	…



	WP2 – Deliverables

	D2.1: …
KPIs: …
Evidence and Attachements: …
	Deadline: …
Related Taks: …

	D2.2: [Delete this row if the Project has only one Deliverable]
KPIs:
Evidence and Attachments
	Deadline: …

	D2.n: [Add other necessary Deliverables using the structure of the previous ones or delete this row]
	…





WORK PACKAGE 3 [Optional]
[Copy & Paste the complete structure of previous WP tables to insert a new WP, otherwise DELETE this section]


5.2. [bookmark: _Toc209805933][bookmark: _Toc210412094][bookmark: _Toc211519452][bookmark: _Toc212486631]Gantt chart or timeline 
[Applicants must provide an  overview of the Project deadlines through a Gantt chart. The Gantt chart must display the entire Project duration with a maximum duration of 6 month, as foreseen by the open call. Applicants must indicate the Work Packages and specify the Milestones or Deliverables reached during the period.]

	TASK
	WP
	M1
	M2
	M3
	M4
	M5
	M6

	[Insert Task Code e.g: T.1.1]
	[Insert Related WP E.g: WP1]
	[Highlight the cells corresponding to the months of the task duration and populate them with the Milestone and Deliverable codes in the cells aligned with their respective due months]

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



[The following table is provided for illustrative purposes only. Please make sure to delete it before uploading the Proposal]
	TASK
	WP
	M1
	M2
	M3
	M4
	M5
	M6

	T1.1
	WP1
	
	MS1.1.1
	MS1.1.2
D1.1
	
	
	

	T1.2
	WP1
	
	
	
	
	MS 1.2.1
D1.2
	

	T2.1
	WP2
	
	
	
	
	
	MS 2.1.1
D2.1





5.3. [bookmark: _Toc209805934][bookmark: _Toc210412095][bookmark: _Toc211519453][bookmark: _Toc212486632]Project risks and mitigation measures 
[Applicants are required to identify the main risks that could affect the Project in technical, operational, or financial terms. For each risk they must describe its potential impact, indicating whether it is high, medium, or low, and estimate its likelihood. They must also explain the mitigation measures that will be put in place to reduce or manage these risks]

	Risks
	Description of the risk
	Category
(Technical/
Operational/Financial)
	Impact
(Low/
Medium/
High)
	Likelihood
(Low/
Medium/
High)
	Mitigation measures

	R1
	[e.g: Delays on equipment delivery]
	[e.g: Technical]
	[e.g: Medium]
	[e.g: Low]
	[e.g: Identify an alternative supplier for the delivery of the equipment]

	R2
	
	
	
	
	

	R3
	
	
	
	
	

	Rn
	
	
	
	
	



6. [bookmark: _Toc209805935][bookmark: _Toc210412096][bookmark: _Toc211519454][bookmark: _Toc212486633][bookmark: _Toc206436280]
Ethical & Security issues, data protection, GDPR compliance 

This section is intended to ensure that the Applicant does not encounter any ethical, security, or data protection breach issues and is GDPR compliant. Please complete the following tables.

	Ethics issues table

	Issue
	Questions
	Answers (Yes/ No)

	Human embryonic and human embryos
	Does this activity involve human embryonic stem cells (hESCs)?
	

	
	Does this activity involve the use of human embryos?
	

	Humans
	Does this activity involve human participants?[footnoteRef:1] [1:  living individuals who are studied through direct interaction, or through the collection of their data or identifiable private information] 

	

	
	Does this activity involve interventions on the study participants (including imaging, behavioural treatments, tracking and tracing, etc.)?
	

	Human cells/ tissues
	Does this activity involve the use of human cells or tissues (not covered by section 1)?
	

	Personal data
	Does this activity involve processing of personal data?
	

	
	Does it involve special categories of personal data (e.g., sexual orientation, ethnicity, genetic/biometric/health data, political or religious beliefs)?
	

	
	Does it involve processing of genetic, biometric or health data?
	

	
	Does it involve profiling, systematic monitoring of individuals, or large-scale/sensitive data processing (e.g., surveillance, geolocation tracking)?
	

	
	Does it involve further processing of previously collected personal data (including re-use/merging of existing datasets)?
	

	
	Is export of personal data from the EU to non-EU countries planned?
	

	
	Is import of personal data from non-EU countries into the EU, or transfer from the EU to a non-EU country, planned?
	

	
	Does it involve personal data related to criminal convictions or offences?
	

	Animals
	Does this activity involve animals?[footnoteRef:2] [2:  An activity is considered to involve animals when it includes the use of live non-human vertebrates (and in some cases cephalopods) for scientific, experimental, testing, training, or observational purposes, including their breeding, housing, or killing for such use.] 

	

	Non-EU countries
	Will some activities be carried out in non-EU countries?[footnoteRef:3] [3:  This refers only to Project activities] 

	

	
	If non-EU countries are involved, do the activities raise ethics issues?
	

	
	Is local use of resources planned (e.g., animal/human tissue samples, genetic material, human remains, historical/archival material, endangered fauna/flora)?
	

	
	Is import of any material (other than data) from non-EU countries into the EU (or from one non-EU country to another) planned?
	

	
	Is export of any material (other than data) from the EU to non-EU countries planned?
	

	Environment, health and safety
	Does this activity involve substances/processes that may harm the environment, animals or plants (during implementation or through use of results)?
	

	
	Does this activity involve use of substances/processes that may harm humans (during implementation or through use of results)?
	

	Artificial Intelligence
	Does this activity involve the development, deployment and/or use of AI-based systems?
	

	Other ethics issues
	Are there any other ethics issues to consider?
	



	Ethics self-assessment

	Ethical dimension of the objectives, methodology and likely impact
	[Provide a brief description of the potential ethical impacts that may arise from the Project, with particular reference to risks related to privacy and GDPR-]

	Compliance with ethical principles and relevant legislation
	[Provide a brief description of how potential ethical impacts will be mitigated and how compliance with ethical principles and relevant legislation will be ensured throughout the Project, with particular reference to privacy and GDPR]



	Security issues table

	Issue
	Questions
	Answers (Yes/ No)

	EU Classified Information (EUCI)
	Does this activity involve information and/or materials requiring protection against unauthorised disclosure (EUCI)?
	

	
	Does this activity involve non-EU countries which need to have access to EUCI?
	

	Misuse
	Does this activity have the potential for misuse of results?
	

	Other security issues
	Does this activity involve information and/or materials subject to national security restrictions? If yes, please specify: (Maximum number of characters allowed: 1000)
	

	
	Are there any other security issues that should be taken into consideration? If yes, specify: (Maximum number of characters allowed: 1000)
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